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Happy New Year to all our Scam Marshals 

In 2019, 1,057 people signed up as Scam Marshals! This is a 

fantastic figure. We now have 1,423 people across the UK taking 

a stand against scams, providing intelligence to the team and 

helping to protect their family, friends and neighbours from 

falling victim to scams! Do you know someone who is receiving a 

large mount of scam and nuisance mail, encourage them to sign 

up as a Scam Marshal today! 

39,148 items of mail have been sent into the team to be investigated. These items are used by the team with 

overseas enforcement agencies to help investigate and disrupt the criminal companies and individuals. The 

work you do is invaluable to help catch the criminals! Thank you for being part of the team. 

98.23% of Scam Marshals have reported not losing any money to this type of crime after signing up. The 

average amount of people spoken to about scams by a Scam Marshal is an astonishing 13 people per Scam 

Marshal! Keep raising awareness and let’s help to make the UK a scam free nation! 

Scam Text Messages 

Otherwise known as SMShing, scam text 

messages can take many forms. They are 

designed to either instil a sense of panic or to 

offer a reward for clicking on a link that will take 

you to a fake website where you will be asked to 

enter sensitive financial or personal data. 

Here area few examples of the most common 

ones. Criminals can even hi-jack a regular 

message feed on your phone to add legitimacy. If 

you are in any doubt about any text message that 

you receive, remember to Take 5 and think about 

your next actions, they may not be who they say they are. Call the company 

back using a number you know to be correct and report all scams to Action 

Fraud on 0300 123 2040. 



 

PENSION & INVESTMENT SCAMS 
Throughout 2019/20, our newsletter will concentrate on a particular pension or investment scam each month.  
 
The most common of these include:  
 Binary option scams - Feb 19 
 Carbon credit trading scams—Mar 19 

 Cryptocurrency investment scams—Apr 19 

 Early pension release—May 19 

 Forex trading scams—Jun 19 

 Get-rich-quick and pyramid schemes—Jul 19 

 Graphene investment scams—Aug 19 

 

 Land banking investment schemes—Sep 19 

 Overseas property and crop scams—Oct 19 

 Pension review scams—Nov 19 

 Rare metal investment scams—Dec 19 

 Restricted US share scams—Jan 20 

 Share, bond and boiler room scams 

 Unregulated investment scams 

The sale of restricted or controlled US shares isn’t always a scam, however it’s often not made clear to investors 
that they can be very difficult or expensive to trade. The restriction comes from a US ruling that allows firms in 
America to sell stocks that don’t meet listings standards (and therefore have tight restrictions on their sale in the 
US) to non-US investors. These shares are often issued at a discount to their normal US price, but most of this 
discount is kept by the broker. Restricted or controlled shares are also known as ‘Regulation S shares’. 

How restricted US shares scams work 

If you buy restricted or controlled US shares, you will have to keep them for a set period, usually six months or 
one year. You can’t sell them back to buyers in the US during this time without paying to lift the restriction. Once 
the holding period has passed, you have to pay a US lawyer to remove the legal restriction from the share 
certificate before selling the shares, which could cost more than your shares are worth. For this reason, investors 
are often targeted by scams offering to get the restriction removed or saying they can minimise the loss on the 
investment. But this is often a scam and you are unlikely to ever receive the money from the sale of the shares. 

How to protect yourself 

Firms authorised by the Financial Conduct Authority (FCA), are unlikely to contact you out of the blue with an 
offer to buy or sell shares. You should only deal with financial services firms that are authorised by the FCA (you 
can check online or by calling their consumer helpline on 0800 111 6768). You should check how you can sell the 
shares before investing – The FCA can advise you o how to do this. If you have already bought restricted or 
controlled shares, you generally have three options: 

1. Pay a US lawyer to have the restrictions lifted 
2. Wait for the six-month or one-year holding period to end 
3. Arrange for a private sale of your stock 
 
Always be wary if you’re contacted out of the blue, pressured to invest quickly or promised returns that sound 
too good to be true. You should seriously consider seeking financial advice or guidance before investing. Never 
take investment advice from the company that contacted you, as this may be part of the scam.  

If you have been scammed 

You can report the firm or scam to the FCA on their Consumer Helpline on 0800 111 6768 or using their 
online reporting form. If you have already invested in a scam, fraudsters are likely to target you again or sell your 
details to other criminals. The follow-up scam may be completely separate or related to the previous fraud, such 
as an offer to get your money back or to buy back the investment after you pay a fee. If you have any concerns at 
all about a potential scam, contact the FCA or Citizens Advice (03454 040506) immediately. 

Is there anything else you would like to see in this newsletter? 
Please feel free to give us some feedback, just pop it into your 

freepost envelope when you send in your scam mail.  

For more information on the team and our initiatives please 
visit our website:  

www.FriendsAgainstScams.org.uk/ScamMarshals 

For more information, call the FCA’s  

Consumer helpline on  

0800 111 6768 
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